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Airbus Auto-Pilot Problem AADL

Quantas Airbus A330-300 Forced to make Emergency
Landing - 36 Injured

hi b e igd Ermail
soyawannaknow.blogspot.com

Thirty-s5i% passengers and crew were injured, some serioushy,
in a mid-air drama that forced a Qantas jetliner to make an
emergency landing, the Australian carrier and police said on
Tuesday.

The terrifying incident saw the Airbus A330-300 issue a
mayday call when it suddenly changed altitude during a flight
from Singapore to Perth, Qantas said.

Fallback solution also

Autopilot Off computer-controlled
Airbus Gives Alert as iﬂ.UtDDiiﬂt caused Plane's Plunge & " Tpreliminary analysis" of the Qantas owed the error occurred
in one of the jet's three air data inertial units, which caused the
(Update3) autopilot to disconnect, the ATSE said in a ent on its Weh site,
By Ed lJohnson The crew flew the aircraft manually to the & f the flight, except for a

period of a few seconds, the bureau said.

Oct, 15 (Bloomberg) -- Airbus SAS issued an alert to airlines worldwide

after Australian investigators said a computer fault on a Qantas Airways Even with the autopilot off, flight control computers still " command control
Ltd. flight switched off the autopilot and generated false data, causing the surfaces to protect the aircraft from unsafe conditions such as a stall,” the
jat to nosedive. investigatars said,

The unit continued to send false stall and speed warnings to the aircraft's
prirmary computer and about 2 minutes after the initial fault * " generated
very high, random and incorrect values for the aircraft's angle of attack.”

The Airbus A330-300 was cruising at 37,000 feet (11,277 meters) when the
computer fed incorrect information to the flight control system, the
Australian Transport Safety Bureau said yesterday, The aircraft dropped
EiSIII feet within SEI:I:Ir'IdS Slamming passengers and crew into the cabin The rlight control cormputer tThen commanded & nose-down 3Ircrar
movernent, which resulted in the aircraft pitching down to a magirmurm of
about 8.5 degrees," it said.

soatrol

"This appears to be a ur‘nque event,” the bureau sz, adding that _ ,
Mo Similar Event
Touloo rogest maker of commercial
aircraft, |55ued a telex late yesterday to airlines that fly A330s and 43405 " "Airbus has advised that it is not aware of any similar event aver the
fitted with the same air-data computer. The advisory is * " aimed at — many years of operation of the Airbus,” the bureau added, saying it will
minimizing the risk in the unlikely event of a similar occurrence,” continue investigating.
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Mismatched Assumptions AADL

System Engineer Control Engineer

System - ges(Q==p-  Control

Under System
Control
Physical Plant Characteristics Plant & Environment Obsgrvations
System mass, heat, ... System lag & response rate
— I
A/C Fuel
Electr. A/C Fuel Electr
controller controller
subsys subsys subsys ~ controller
Physical system modeling Hybrid system control
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Mismatched Assumptions AADL

Physical Plant
Characteristics

System Engineer Lag, proximity Control Engineer Domain data
Value range,
units, base type

SyStem Control (Ariane 4/5)
Under System 5
Control DataStream joi
HW Characteristics 0
configuration End-to-end latency &_)'-
Unplanned (F16) g

resource sharing . .
(F35 Daimler) Computer@ Runtime Q Application J
<
X Platform Architecture Software 3
% %) Distribution & Redundancy Concurrency S
5 C Virtualization of HW Communication =
T LL] (ARPA-Net split) ITunes crashes on

Embedded SW System Engineer dual-cores

Why do system level failures still occur despite fault
folerance techniques being deployed in systems?

Safety-Critical Systems Validation

=== Software Engineering Institute ‘ CarnegieMellon  Feiler, April 2009

T © 2008 Carnegie Mellon University



System Level Fault Root Causes AADL

, , - End-to-end latency analysis ——
Violation of data stream assumptions Port connection consistency

- Stream miss rates, Mismatched data representation, Latency jitter & age
Partitions as Isolation Regions Partitioned architecture models

« Space, time, and bandwidth partitioning Model compliance

 Isolation not guaranteed due to undocumented resource sharing

« Fault containment, security levels, safety levels, distribution
thuahza’ugn of time & resources T —

« Logical vs. physical redundancy busses

- Time stamping of data & asynchronous systems Synchronization domains
Inconsistent System States & Interactions

: Fault propagation
« Modal systems with modal components fees

Security analysis

« Concurrency & redundancy management Architectural redundancy
« Application level interaction protocols patterns
Performance impedance mismatches _
. Processor, memory & network resources ACEEITED) XU L N PEIE
. , & task roll-up analysis
- Compositional & replacement performance mismatches

Resource allocation &
« Unmanaged computer system resources deployment configurations

T - u - . Safety-Critical Systems Validation
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AADL

Modeling an Embedded System Architecture

Elements of an embedded system architecture

Software Architecture (task & communication) PLUS

Hardware Architecture (relevant to embedded SW) PLUS

Physical system/environment (relevant to embedded SW/HW) PLUS
Logical interface between software and physical system PLUS
Physical interface between hardware and physical system PLUS

Deployment of software on hardware

SAE AADL supports modeling, analysis, and auto-
generation of embedded system architectures.

Safety-Critical Systems Validation
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AADL
Potential Model-based Engineering Pitfalls

Issues Solution

Late use of MBE

Early & continuous
use of MBE

Inconsistency between
independently developed
analytical models

Architecture-centric
model repository

System models

rrrrrrrrrrrrrr

s, o,
(topsecret, (a,b,c))\ secret,{a)}
o.

Lack of confidence that model

reflects implementation

Generation from
validated models

System implementation
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AADL
Architecture-Centric Engineering Approach

[ Virtual Integration & Validation ]

Availability of System Architecture
& Reliability Security
MTBE Intrusion
FMEA A AYAND Integrity
Hazard . - < DAUCE Confidentiality
analysis
Auto-generated | >
D analytical models Resource
atlg ‘L Consumption
Qua Ity Bandwidth
Data precision/ .
accuracy Real-time CPU time
T Performance
emporal . ) Power
correctness Execution time/ consumption
Deadline
Confidence

Deadlock/starvation

Latency
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Latency Contributors AADL

System Engineer Control Engineer
Operational

Environment

SN < Control

Under System
Control

« Processing latency

Sampling latency

« Physical signal latency
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AADL

Flow Use Scenario through Subsystem Architecture

[ Display

Display -> IOProcessor->
Command -> Comm -> Nav ->
|OProcessor-> Modem -=
|OProcessor-> Nav -> Comm ->
Command -> Display

\.._

Latency = Partition hops +
processing + transfer
Independentclock per

processor

Multiple rates and

processors with
independentclocks

Command
PC1(60Hz

> "'"..

\‘
— Comm
| TF

f Nav

5250 OHz
Msgs N
Pe3oH: RadioSW
‘\ ' PC3 50Hz
\Y/ —

IOProcesso

PC320

Modem

RadioHW

|‘|‘|“||’|’| R
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Software-Based Latency Contributors

AADL

Execution time variation: algorithm, use of cache
Processor speed

Resource contention

Preemption

Legacy & shared variable communication

Rate group optimization

Protocol specific communication delay
Partitioned architecture

Migration of functionality

Fault tolerance strategy

—— Safety-Critical Systems Validation
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Well-defined Execution & Communication **AADL

Semantics in AADL

. . thread abort ‘ thread unrecoverable
; im iz b, error detected
Analysis tools have to interpret clocks & I N 1 S
+Recover_Desding
L] L] L]
imer rmine execution model
assert i = Intislize_Degdline error detected
+Recover_Deadine = Hyper(Mode) azset = (ComputersctivateDeactivats)_Deadine
+Recover_Degding
complete deactivation

aggert ¢= Deactivete_Deacline

AN

suspended +Recover_Deadine
awaiting mode +
stop(pro cess
M RT E stop(processory thread enter{Mode)
A abort{process) smp(s}ﬁ_ernn] tdls;op atch activation
hort{jrocessor) 1 r_ h
:hort‘ — performing thread
(sv R ; deactivation
) petforming thread
performing activation
thread
finalize —— »
c I k & complete activation
asset = Activate_Deadling
o c s stop (p ro Cess) +Recnvar_Deadlin_e
stopiprocessor)
- stop{system)
TI mers asset {is Finslize_Degpline suspendad threa{ exit{Mode)

awaiting dispatch
Watt_For_Dispatch

? Enabled(t)

) ! complete computation
dispatch computation

I agszent t= Compute_Deadline

te 0 +Recover_Deadine
ahortjprocess) performing thread computation ]_—/
abort{pri ]
ahort{system)

AADL

« Thread execution

« Communication timing

Abstracted into AADL execution
& communication semantics

« Mode transition

—— k J Safet iti idati
r——— - . - R y-Critical Systems Validation
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AADL
What is the Scheduling & Execution Behavior?

Legacy Ada tasks as “partitions”

« Are scheduled by cyclic executive

« Periodic application tasks scheduled within Ada task as cyclic executive

« Harmonic subrates: finish in frame, manual load distribution
Preemptive partition scheduling on commercial RTOS

« Oxymoron?: ARINC653 specifies static line scheduling
Dispatch by virtual timer

« Virtual timer per legacy Ada task/partition

 All partitions per processor at same rate

- Timer alignment in priority order to reduce context switches
Asynchronous set of processors

« Each processor on its own clock

Safety-Critical Systems Validation
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Double Buffering AADL

From Customer Design Document

“The 200 Hz update rate was used because the MUX data needed to
be processed at twice the rate of the fastest channel to avoid a race
condition. Because channel 3 operates at 100 Hz, the IO processor
had to operate at 200 Hz. The race condition has been fixed by
double-buffering data, but the 10 processor execution rate was left at
200 Hz to reduce latency of MUX data.”

Did double buffering solved the problem
or do we need to do more buffering?

—— Safety-Critical Systems Validation
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AADL
Application-based Send and Receive (ASR)

(tplTe)
r == 3 buffers for ICO guarantee
: MP |
Op S&X Qp
e = = = - — e e — TPS“PSSSQPSDP
: MR
[ ____.! TCS(XCSRS90SDC
:?‘_c_ R Qc o : actual execution start time
r===-= r Q : actual completion time
: 1 MC :

op- QpN 0= Qe # D = non-deterministic sampling (S/R) order
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Performance Improvement Gone Bad AADL

(

A
l A real customer experience J

Ground station to accommodate sensor load growth

« Reduce load in network

« Two subsystems communicate state change instead of state

The impact

« Other subsystems increase network load sporadically

« Receiving subsystem goes down

The root cause

« Transmission protocol without guaranteed delivery

« Overload result in dropping of transmitted packets (state changes)
« Missing state changes result in inconsistent receiver state

Communication of state changes
requires guaranteed & ordered delivery

—— Safety-Critical Systems Validation
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Redundant Flight Guidance System | s

Control
Surfaces

NASA/CR-2005-213912

Vgl BT

A Methodology for the Design and Verification

T

Autopilot
PFD PFD, DCP,

FGS
AHRs_ | FGS, FGS,
:. Mode Mode
Air Data, " | Logic Logic

[ AHRs,
[ airpata

of Globally Asynchronous/Locally Synchronous
Architectures

Steven P. Miller and Mike W. Whalen
Roclowell Collins, Inc., Cedar Rapids, Indiana

Dan O’Brien, Mats P. Heimdahl, and Anjali Joshi
University of Mis Minneapolis, Mi

FMS , * | ™ |Contral
- Laws
Nav Radio , —s-

FCP

Throttles

Other_Side_Filol_Flyin
[Pre_Pilat_Flying]

Synchronous system case
Asynchronous system case
Component failure case

Implementation samples state
variables across processors

To validate:
1) At least one outpyt

PropertyZ

2)  Exactly one outp| Potential button push misses
3y T outs | discovered through AADL-
) Wo outputs in © based analysis

:= (Left FGS Pilot Flying = !Right FG3 Pilot Flying);

However, instead of AG(Property2), the CTL property that we need to prove is

operty2 & Left FGS Clock) >
(& [!LR Channel Clock U (Propertyl
(X B [!Right FGS Clock U Property2l))l))
opertyZ & Right FGS Clock) ->
(& [!RL Channel Clock U (Froperty2
[!Left FGS Clock U Property2l)}1)) ):

RL
il
(AX A

Increased complexity of property

=== Software Engineering Institute
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Dealing with Time in Model Checking AADL

FullyThreaded. aadl FullyThreadedDataCam 22 % Fully ThreadedDataCom % =0 EE N
end backup replica; E thre:

subp
process implementation backup replica.i thre:
subhcomponent s f . ) subp

Ib: thread backup.i; Active research for SUEF'

. . 51

m: thread mode triggerd.i; asynCh ronous systems I:hr:f

ml: thread mode triggerd.i;

connections Vel‘lmag in ASSERT thres

c . thre:
c0: data port transfer -> mw.zsampled tran: Feas|b|e W|th AADL ) I:href
- [+
cl: event port m.event transition -> b.tra T Hhre:
cZ2: data port in switched mode -> ml.sawpled transition: thre:
z3: event port mwl.event trahnsition -> b.in switched mode: thre:
¢4: data port b.out switched mode -> out switched mode; - thre:
£
I_E_Prcnl:ulems X 1 Propetties EAADL Property Yalues @Errnr Log }:D

37 errors, 27 warnings, 0 infos
Descripkion

&3 Connection Disabled by 2.0ES ns due to loss of transition into mode pr n_backup_synchronizing
&) Made backup_to_primary_synchronizing in component b ouk af sync

4 Made hackin ba Arimare swncheanizinn in camnanent oAk qF cwne b rz itk hackoin bao nrimare swnchrennizinn in cormnonenk b
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Outline AADL

Need for Virtual System Integration
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Benefits of Virtual Integration *AADL

Predictive Validated -

ce in implementation
Top-Level
Verification ltems

= |

<

-
-
.
-
-
.
-
-
-
=
=
-
i b &

— generation of test cases ]

- < updating models with actual data

Safety-Critical Systems Validation
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“ AADL
Cost & Time Reduction due to Early Fault

) 20.5% 30x

*
Requirements %,
*
*
Engineering %,

Acceptance ’
Test

1x

Software . Integration
Architectural %,
Design %, Test
20%, 16%
Component ""‘ 4 Unit
Software ) Bx -
Design %, :.' Test

Source: NIST Planning report 02-3, . Where faults are introduced
“The Economic Impacts of Inadequate %, o Where faults are found
Infrastructure for Software Testing”, *, o . .
May 2002. o The estimated nominal cost for fault removal
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Modified Business Model
" I

B System Integrator defines a new product using internal
repository of virtual “parts”

B Specifications for virtual subcomponents sent to suppliers

‘ Repository

‘

CM/SM

‘ h 2
}E;arse %{Modify}{&eate}
rocess

Reposntory

Modified CM/SM

Issues

Existing CM/sM  Virtually | 1
"| Integrate

New CM/SM

New SM
‘ Specs

Issues

Virtually
Integrate

—New Product Definition :

|

New SM
New SM
New SM

” Aerospace Vehicle Slide 24

Issues

CM/SM

(Parse }{Modlfy Create
LProcess
Modified CM/SM

Existing CM/SM Vlrtually New CM/SM

Integ rate M
New SM

A\

Standard Embedded h
Systems Architecture

Interchange Format
AADL XMI Y

Systems Institute
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AADL

NO WARRANTY

THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING
INSTITUTE MATERIAL IS FURNISHED ON AN “AS-IS" BASIS. CARNEGIE MELLON
UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF
FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS
OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY DOES
NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM
PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

_ Use of any trademarks in this presentation is not intended in any way to infringe on
the rights of the trademark holder.

This Presentation may be reproduced in its entirety, without modification, and freely
distributed in written or electronic form without requesting formal permission. Permission is
required for any other use. Requests for permission should be directed to the Software
Engineering Institute at permission@sei.cmu.edu.

This work was created in the performance of Federal Government Contract
Number FA8721-05-C-0003 with Carnegie Mellon University for the operation of the Software
Engineering Institute, a federally funded research and development center. The Government
of the United States has a royalty-free government-purpose license to use, duEllcate, or
disclose the work, in whole or in part and in any manner, and to have or permlt others to do
;815(” government purposes pursuant to the copyright license under the clause at 252.227-
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