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AADL
Architecture-Centric Engineering Approach
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Outline

AADL

Multi-fidelity Model-based Analysis
« Physical system analysis
« Resource budget analysis
- End-to-end latency analysis
« Scheduling analysis
« Security analysis

« Fault analysis
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AADL
Engineering of Embedded/Computer System

Parts model & mass
« Processor, memory, bus/network, physical target system
« Weight limits, net weight , gross weight
« Weight budgets & recursive rollup

Electrical power
« Power system with capacity as AADL bus type
« Power supply and power budget as bus access properties
« Connected power systems

« Power system upgrade implies change in weight
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AADL

Mass & Electrical Power Analysis

Hardware component specs

bus EtherZwitch
features
Power: reguires bus access PowerSupply |
3EI: :PowerBudget => access 0.100 W:
[
properties
SEI::FPowerCapacity => 1.0 W;
SEI: :BandWidthCapacity => 100.0 Mbps:
SEIL: :NetWeight => 5.0 ko:
end EtherZwitch:

Processor Xeon
features
HZ: regquires bus access EtherZwitch {
SEI: :PowerbBudget => access V5.0 mll;
b
Fower: regquires bus access PowerZupply {
ZEI::PowerBudget => acces= 4.9 T;
Y
properties
SEI: :NetWeight => 0.2 kgr
end Xeon;

Early HW model excluded power supply

MissionProcessorz: Weon.solo; Sum of weights [ Gross weight 0,350 kg {no limit specified
MissionProcessord: Weon.solo; Sum of weights | Gross weight 0,350 kg {no limit specified
PilokDisplaw: MFD: Sum of weights | Gross weight 5,000 kg {no limit specified

Switch: Etherawitch: Sum of weights [ Gross weight 5,000 kg (no limit specified
Application3ystemn: Embeddedipp, SubSystemParts: Sum of weights | Gross weight 5,000 kg (nc
Platfarm: ComputingPlatFarm, ThreeProcessarParks: Surm of weights [ Gross weight 6,050 kg (no
mysyskem. parts: Sum of weights 11,050 kg below weight limit 20,000 kg (44,7 % Weight slack)

Increase in Switch supply overloads
power supply

Power system change implies change
in mass

{21 Problems &3
Z errors, 11 warnings, 15 infos (Filker matched 28 of 62 items)

E=| Properties E, AADL Property Yalues SATE Log Q. Errar Log

Description
+ 2 Instantiation Marker (6 items)
= - Resource Analysis Marker (2 items)
@ Switch Power overage: supply 100.0 m vs. budget tokal 225.0 miw
I MainPowerSupply Power capacity 15.0 W vs, budget tatal 14,6 W
= P2 wweight Total Marker (20 items)
3 mysystem,communication: Sum of weights 36,05 kg exceeds weight limit 20,0 kg
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AADL
Multi-Fidelity Resource Budgeting

Resource capacities for processors, memory, bus/networks
« Compute resources: MIPS, MB, bandwidth
« Physical resources: power
Budgets for major subsystems
« Capacity and budget totals
« Early deployment decisions & resource-specific budget totals
« Port group connections & bandwidth budgets
System decomposition & budget refinement
« Budget rollup & re-negotiation
Task & communication refinement
- Rates, WCET and budgets
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AADL
Basic System Architecture

DM DM DM DM
WAM WAM WAM WAM
oM PCM

Subsystem bound
to processor

FM || SA || CM CM FD FD FM

WM 1553 1553 SA CM WM
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al Partition Allocations AADL
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=
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=i 1in = : 5 3 e 5 ]
mif CHEBE BHAE MM ek O BE ¥ g B e H 7 | 45 AADL | &5 Java
-
Q-4 G- o) llocat
B- i veraliocation
o = : — ______ . - =
-~ Resource Budget Statistics
— of memory
== aadl i Takal MIPS 1700.0 of bound tasks within MIPS capacity 2000.0 of
23 packages ‘\4) Platform. MissionProcessor
end mysystem: Total MIPS 1800.0 of bound tasks within MIPS capacity 2000.0 of
& appSubSystems. sadl Platform, MissionProcessor2
AppSystems,aad| x \ Total MIPS 350.0 of bound tasks within MIPS capacity 20000 of
@ AppTypes.aad =t & system with the applic & pa PlatForm. MissionProcessor3
Flight d = and & platform with hardware Total RAM memory 500,0 KB of bound tasks within Memory capacity 1000,0
ightmanager. a3 . - KB of Platfarm.MissionProcessarl.MemBank1
[@ HardwareParts,aadl system w1 ntation mysystem.parts Total ROM memory 0.0 KB of bound tasks within Memory capacity 100.0 KB of
[ HardwarePlatform,aad subcomponents Platfarm, MissionPracessarl. Membankz ]
— ——— #** Tokal Memory 2100,0 KB of bounds tasks exceeds Memary capacity

Platform: system HardwarePlatform::Com
; 3 . s 1000.0 KB of Platform, MissionProcessor2, MemBankl
dpplicationdystem: system AppRystems:: Total ROM memory 0.0 KB of bound tasks within Memary capacity 100.0 KB of
end mysystem.parts; Platfarm MissionPracessor2, Membankz

Tatal RAM memory 0.0 KB of bound tasks within Memory capacity 1000.0 KB
of Platform, MissionProcessor3. MemBank1

Total ROM memory 0.0 KB of bound tasks within Memory capacity 100.0 KB of
PlatForm. MissionProcessor3, Membankz

Parts model
with subsystem
allocations

i, BPRTypes. aaxidi
.4 Flightrnanager, aax|
e Flightranager. aaxdi
£ HardwareParts, aaxl

- the same system of parts with subsyst
- This may be an initial allocation or
- Given such an allocation we can analy
system implementation mysystem.allocatedps
extends mysystem.parts
properties
Actual Processor Binding => reference platform.missionprocessorl applies to Applic
Actual Processor Binding => reference platform.missionprocessorl applies to Applic
Actual Processor Binding => reference platform.missionprocessorZ applies to Applic
Aetual Processor Binding => reference platform.missionprocessori applies to Applic
Actual Processor Binding => reference platform.missionprocessori applies to Applic
Actual Mewory Binding => reference platform.missionprocessori.membankl applies to
Actual Mewory Binding => reference platform.missionprocessori.membankl applies to
Aetual Mewory Binding =»> reference platform.missionprocessorl.wewbankl applies to ¥

e HardwareParts, aaxddi
'-J'-“ . HardwarePlatform, aaxl
e HardwarePlatform, azsddi

1 SystemConfigurations_mysyskem_allocate

;:.1. . SystemConfigurations_mysystem_allocate

A g : < ¥ < >
P SystemConfigurations_mysystem_cmdFloy
: 1 SystemConfigurations_mysyskem_commu |"_ Problems &2 Properties 3—:-) ¥ =0 E, AADL Property Values 2 @ PA =8
"1 SystemConfigurations_mysystem_FMPIO, 1 error, 0 warnings, & infos (Filter matched 9 of 114 items) Property fAssociation Stakus of the Association ~
SystemConF?gurat?ons_mysystemjarts_] Description o 1 synchronized_Compor Property taking default value,
oy g;z:::gz::gﬁ:::z:z::i:di = B I!1fos {8 items) =[5 Security_attributes
- fne 5 1 Total MIPS 1700.0 of bound tasks within MIPS capacity 2000.0 of Platform 1 Class = unclassified Property taking default value,
__ il propertysets i Total MIPS 1800.0 of bound tasks within MIPS capacity 2000.0 of Flatform ) Category => () Property taking default value.
L Security_Exampls_For_Demos i Total MIPS 350.0 of bound tasks within MIPS capacity 2000,0 of Platform.T = ser
B8 Plug-in Resources = i Total RAM memary 0.0 KB of bound tasks within Memory capacity 10000k 1 Partition_Latency == ! Property exists lacally,
P 5 P BN Tt T U 1 1s_Partition = false Property exists locally. v
M integrated)aaxl/packagesSystemZonfigurations_mysystem_allocatedparts_Instance, aax! : 110 of 21M @
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Worst Case Use Scenario

Longest path for page Ukl { g?sc;klz;ltl

Warning Annunciation
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Page Content
Manager

>

Flight Flight Situation Weapons Comm.
Manager Director Awareness Manager Manager
- -5
[1 553 Access}

MBE with AADL Course 9

Indirect connectivity
due to late addition
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Flight Director Command Flow

Cockpit Request for new page
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|
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Partition-Level Flow Latency

Bl AADL - AppSystems.aaxidi - OSATE

File Edit Mavigate Search Project ©OSATE Analyses Run window Help
- i i E T | o2 asol |8 Java
¥ L EERl QP B ¥ -
2 a0l Mavigatar 532 = AppSubSystems, aad| ’%'“..SystemConFigurations_mysystem_cmdFIow_Instance.aaxl s BppSystems.agedi 2 =0 EE o 23 = m
— <',;—|;? = | |lintegrated/aax|/packages/AppSystems. aaxldi =
-~
== aadl L h el Emboddodtipp.Tapalngy f unna uaz = %
5 packages Marquee -
A AppSubSwste == Instances —
AppSubSyst Inst -, o~ 1-1-{}-9
AppSystems D) System
1 AppTypes.a:
[Drat
Flightranage (=t
HardwarePal i Processv A DM FiM F4 o
HardwarePla = i i l-vsene rl:.:l.-
| =~ Features , N g = » y page
SystemConfi S prtii i MWE =< Aadl Spec.
= propertysets I In Data Port 2 requer regier e =3 Aadl Pac
page
=5 aad > In Event Port = a:"fg’:'t: =53 Publi
= {3 packages ¥ In DataEvent Port - ‘“;{B’:f',g R
£ AppsubSyste v olhin H0 €
sne. AppSubSyste [ Connections > H4D) =
- 0 ¢
Lower bound latency =
ubsystem latency - <! =
inherent to partition N
exceeds expected latency _ e
AADLSE
architecture o
ks HardwareRal ”
;, HardwarePla —s Mode Transition * 4 2
e HardwarePla o
F SystemConfi r Properties | AADL 5 i g
*‘ SystemConfi 1 error, 0 warnings, 1 info (Filker matched 2 of 12
B SystemConfi Description Resource Path
SystemCaonfi = E- Errors (1 item)
. SystemCanfi @ End-to-end Flow get_new_page latency 415 ms exceeds specified lakency 360 ms SystemCanfigurations _fnysystern_cmdF... integrate
SystemConfi = % Infos{1item)
£ SystemConfi i Expected end-to-end Flaw get_rew_page latency is 350 ms SystemConfigurations_mysystermn_cmdf... integrate
et SystemConfi =
£ T < >
A* 2oMofizaM [
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AADL

Flow Use Scenario through Subsystem Architecture

[ Display

Display -> IOProcessor->
Command -> Comm -> Nav ->
|OProcessor-> Modem -=
|OProcessor-> Nav -> Comm ->
Command -> Display

\.._

Latency = Partition hops +
processing + transfer
Independentclock per

processor

Multiple rates and

processors with
independentclocks

Command
PC1(60Hz

> "'"..

\.‘
— Comm
| TF

f Nav

5250 OHz
Msgs N
Pe3oH: RadioSW
‘\ ' PC3 50Hz
\Y/ —

IOProcesso

PC320
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Managed Latency Jitter through Deterministi@APL
Sampling

o Per fl/o P—.}o

: Navigation ; = AA--A--A-----
» Sensor p
! Processing ; *°T°'
' ' dat

Nav signal

Partitions

From

Partition 10Hz

Integrate oy T
’Nawgatlon, — GUIdance

N S " [ Processing 7 Guidance

( [

Input-compute-output (ICO) il
§ AADL thread semantics ] FP data _}FllghtPIal@
- | L Processing mdata

Immediate and delayed » """"""""" '

data port connections for i

| deterministic sampling - Ai;;r';f't'"@éj Performance
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Latency Revisited

AADL

2 AADL Mavigator 52 0% < T 0

T ExampleModels
= té integrated
== aadl
=)= packages
i AppSubSysterns,aad|
AppSystems.aadl
AppTypes,aadl
Flightmanager.aadl
| HardwareParts,aadl
HardwarePlatform.aad|
SystemConfigurations. aadl
= propertysets
= aax
= {77 packages
B appsubsystems. aax]

-'-._ . SystemConfigurations_mysystem_FMPIO_Instance. aax =

"'..  platform: fresourcefintegrated/aaxl/packages /SystemConfigurations_mysystem_FMPIO_Instance,aax|

= 4 System Instance SystemConfigurations_mysystem_FIMPIC _Instance == System Impl SystemConfigurations: :myswstem, FMPIO

- <

Properties

#-(0) System Instance Platform

+-) Syskem Instance ApplicationSystem
< Access Connection Instance: SystemConfigurations_mysystem_FMPIC_Instance.Platfarm, Switch - SystemConfigurations_mysystem_FMPIO_Instance. Platfor
< Access Connection Instance: SystemConfigurations_mysystem_FMPIC_Instance.Platfarm, Switch - SystemConfigurations_mysystem_FMPIO_Instance. Applics
Port Connection Instance: SystemConfigurations_mysystem_FMPIO_Instance. ApplicationSystem. PilokDisplay. Display ToDM.request - = SystemConfigurations_m

&

n e B S R

Port Connection Instance: SwsternConfigurations_rysystem_FMPIO_Instance. ApplicationSystem. M. DMToDisplay. page - SystemConfigurations_mysystem_F
Port Connection Instance: SwstemConfigurations_mysyskem_FMPIO_Instance. Applicationystem, DM, DMToPCM. request - SystemConfigurations_mysystem_F
Port Connection Instance: SystemConfigurations_mysyskem_FMPIO_Instance, Applicationystem, PCM,PCMToDM, page - = SystemConfigurations_mysystem_Fi
Port Connection Instance: SwsternConfigurations_rysystem_FMPIO_Instance. ApplicationSystem, PCM.PCMTaFM, request - SwstemConfigurations _mysystern_
Port Connection Instance: SwstemConfigurations_mysyskem_FMPIO_Instance. Applicationystem . FD.FOToFM. page - = SyskemConfigurations_mysystem_FMPIC

Port Connection Instance: SystemConfigurations_mysystem_FMPIO_Instance. Applicati

onSystem FIM. MSP . navSensorDataTolM - = SystemCaonfigur ations_mysys

E%L AppsubSystemns, aaxdi
50 AppIystems, aaxl

e Latency has increased

v, APRTypes. aaxidi
i Flightmanager. aax|

;,‘,L Flightranager . aaxldi

5. HardwareParts, aaxl

E,}%L HardwareParts, aaxldi

£ HardwarePlatform,aax|
e HardwarePlatForm . azxdi
|::|_ . SystemConfigurations_mysystem_FMPIO_Instance, aax|
: SystemConfigurations. azxl

s SystemConfigurations. azxldi
(= propertysets
) Security_Example_For_Demos
+- B Plug-in Resources

L R

<

[% Problems 27 =1 properties | B aaDL Property Waluss

1 error, 26 warnings, 1 info (Filter matched 28 of 30 items)

Port Connection Instance: SystemCol
Part Connection Instance: SwskernConfi

Port Connection Instance: SystemConfigur
Port Connection Instance: SysternConfiguratiol
Port Connection Instance: SwstemConfigurations Y

Description
= - Errors (1 item)

@ End-to-end Flow get_new_page calculated latency 515 ms exceeds expected latency 350 ms

= T Warnings (26 items)

e e o TR

oot oo

jonSystem . FM, INav. navDataToGPAPC - > SystemConfigurakions_rivsyske

n3ystem, FM, INav.navDataToGPAPC - = SystemConfigurakions_mysyske
nSysterm, FM, INav. navDataToaPAPC - = SystemConfigurations_rmysyste
n3ystem . FM. GP.guidance ToFPF - SystemConfigurations_mysystem_F
n3ystem, FM, GP guidance ToFPP - > SystemConfigurations_mysystem_F
nSystem . FM, FPP. FpDataToGPAPC - = SystemConfigurations_mysystem,

n3ystem . FM, FPP. fpDataToGPAPC - = SystemConfigurations_mysystem

dbiclice ~F 1 AC T

_Instance, ApplicationSystem FM,FPP fpDataToGPAPT - = SystemConfigurations_mysystem,
_Instance. ApplicationSystem, FI, APC . perfDataTaFPP - > SystemConfigurations_mysysten_
_Instance. ApplicationSystem, FM, pageFeed.New_Page_Content_To_PCM - SystemConfig
_Instance. ApplicationSystem . FM. pageFeed.Mew_Page_Request_To_FD - = SystemConfigur
_Instance. ApplicationSystem, FI, PerI0. fuelFlow - = SystemConfigurations_mysystem_FMPT s

2

Resource

grox . — O
= 4 System Inst
=) Syskem
=63 Proc

2

=

= Bus

=) System
O oev

L7 Proc

L7 Proc

7 Proc

L7 Proc

=-LF Proc

SystemConfigurations_mysystern_FMP

[P SR Y S —

=== Software Engineering Institute

. Safety-Critical Systems Validation
Carnegie Mellon Feiler, April 2009

© 2008 Carnegie Mellon University

14



AADL
Software-Based Latency & Jitter Contributors

Execution time variation: algorithm, use of cache
Processor speed

Resource contention

Preemption

Legacy & shared variable communication

Rate group optimization

Protocol specific communication delay
Partitioned architecture

Migration of functionality

Fault tolerance strategy

Safety-Critical Systems Validation
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What If Scheduling Analysis AADL

Automated allocation
based on constraints

If a system is not schedulable

Explore these options using AADL and analysis
tools

- Leverage operational modes (higher fidelitw)

Allocation/scheduling

Binpacker (CMU)
Use faster processor Cheddar (U, Brest

Versa (U.Penn)

Add second processor RapidRMA (TriPacific)

In-house tools

. NG
Rewrite code to reduce worst-case execution time

/

Consider lower signal processing rate for controller

Safety-Critical Systems Validation
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What If Task Allocation & Schedulability

AADL

Task allocation & schedulability using binpacking technique with
allocation constraints

" Thread Binding Resulis

Slngle ’ @ In syskem operation mode MofModes, processar overload: add more processors of consider processor speed 2%
processor Also check that vour processors are connected through a Bus
Processor Capacities | Thread Bindings | Message Bindings | Mebwork Capacities | 801 Property Bindings for mysys $ *
Processar % Load % My ailablefOrerload
SystemConfigurations_mmws,., 169% -69%:

Flatform: =sy=stem HardwarePlatform::ComputingPlatform. TwoProcessor:

nce CornputingPlatform. Application3ystem: system Lppl3ystems: :Ewmbeddedlipp.FlightManagerPIO;
kemn Instance Embedde: onnections
Connected .ance: SystermiConfigura Lypplication
2 processor read Binding Results
system _
‘ij) In system operation mode Mo Modes, all threads successfully bound to processors,
reeProcessor
Processor Capacities | Thread Bindings | Message Bindings | Metwork Capacities | 8A0L Property Bindings For mysys ¢ * tHManagernobl
Processar % Load % ArvailableOnverload innlicar i
SystemConfigurations_mys... 100% 0% pplication
SystemConfigurations_mws... 9% 31%

Safety-Critical Systems Validation
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AADL
Extension of AADL: Security Modeling

Confidentiality concerns that sensitive data should only be
disclosed to or accessed/modified by authorized users, i.e.,
enforcing prevention of unauthorized disclosure of information.

Objective: Model security attributes for an architecture to verify
that data is properly accessed and handled by users and
applications.

Confidentiality frameworks

« Bell-LaPadula framework: military applications

« Chinese wall framework: commercial applications

( Src1: output
Producer1 o

Ay Sre2:
Producer2

c2
(unclassified, {B})

« Access role/role-based access framework

I+ Comp:
Computer

Low fidelity consistency checking of
security levels

Safety-Critical Systems Validation
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AADL and Safety-Criticality

AADL

Fault management

 Architecture patterns in AADL
— Redundancy, health monitoring, ...
- Fault tolerant configurations & modes

Dependability

o Error Model Annex to AADL

« Specification of fault occurrence and fault propagation information
« Use for hazard and fault effect modelinguase crommoae:s

« Reliability & fault tree analysis

Behavior validation

 Behavior Annex to AADL

« Model checking

« Source code validation

Consistency checking of
safety-criticality levels

|

public
annex error_model {*¥
—— =Zimple error model
error model Basic
features
Failed : error event:

Error Free: initial error state:
Permanent_Failure: error state;

Visible Failure: in out error propagation:
end Basic:

error model implementation Basic.Nominal
transitions
Error_Free -[Failed, in Visible Failure]-> Permanent_ Failure;
Permanent Failure -[out Visible Failure]-> Permanent Failure:
properties
Jocurrence =» poisson 10E-4 applies to Failed:
Ogeurrence => poisson 10E-6 applies to Visible Failure:
end Basic.Nominal;

- |

Safety-Critical Systems Validation
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: : . = AADL
Consistency Checking of Domain Information

Data range limits and units of measurement for input & output
Setpoint constraints on data streams as bounded value deltas
Expected miss rates and miss rate contributors

State vs. state delta & guaranteed delivery

Safety-Critical Systems Validation
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AADL

NO WARRANTY

THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING
INSTITUTE MATERIAL IS FURNISHED ON AN “AS-IS" BASIS. CARNEGIE MELLON
UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF
FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS
OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY DOES
NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM
PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

_ Use of any trademarks in this presentation is not intended in any way to infringe on
the rights of the trademark holder.

This Presentation may be reproduced in its entirety, without modification, and freely
distributed in written or electronic form without requesting formal permission. Permission is
required for any other use. Requests for permission should be directed to the Software
Engineering Institute at permission@sei.cmu.edu.

This work was created in the performance of Federal Government Contract
Number FA8721-05-C-0003 with Carnegie Mellon University for the operation of the Software
Engineering Institute, a federally funded research and development center. The Government
of the United States has a royalty-free government-purpose license to use, duEhcate, or
disclose the work, in whole or in part and in any manner, and to have or perm|t others to do
;815(” government purposes pursuant to the copyright license under the clause at 252.227-
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